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ABSTRACT

Redundant and irrelevant features in data
have caused a long-term problem in
network traffic classification.
Thesefeatures not only slow down the
process of classification but also prevent a
classifier from making accurate decisions,
especiallywhen coping with big data. In
this paper, we propose a mutual
information  based  algorithm  that
analytically selects the optimalfeature for
classification. This mutual information
based feature selection algorithm can
handle linearly and nonlinearly
dependentdata features. Its effectiveness is
evaluated in the cases of network intrusion
detection. An Intrusion Detection System
(IDS), namedLeast Square Support Vector
Machine based IDS (LSSVM-IDS), is
built using the features selected by our
proposed featureselection algorithm. The
performance of LSSVM-IDS is evaluated
using three intrusion detection evaluation
datasets, namely KDDCup 99, NSL-KDD
and Kyoto 2006+ dataset. The evaluation

results show that our feature selection
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algorithm contributes morecritical features
for LSSVM-IDS to achieve better
accuracy and lower computational cost

compared with the state-of-the-artmethods.

1. INTRODUCTION

Despite increasing awareness of network
security, theexisting solutions remain
incapable of fully protectinginternet
applications and computer networks
against thethreats from ever-advancing
cyber attack techniques suchas DoS attack
and computer malware.
Developingeffective and adaptive security
approaches, therefore, hasbecome more
critical than  ever  before.  The
traditionalsecurity techniques, as the first
line of security defence,such as user
authentication, firewall and data
encryption,are insufficient to fully cover
the entire landscape ofnetwork security
while facing challenges from ever
evolving intrusion skills and techniques.

Hence,another line of security defence is

highly recommended,such as Intrusion

Page No: 31



Detection System (IDS). Recently, anIDS
alongside with anti-virus software has
become animportant complement to the
security infrastructure ofmost
organizations. The combination of these
two linesprovides a more comprehensive
defence against thosethreats and enhances
network security.A significant amount of
research has been conducted todevelop
intelligent intrusion detection techniques,
whichhelp achieve better network security.
Bagged boostingbased on C5 decision
trees and Kernel Miner aretwo of the
earliest attempts to build intrusion
detectionschemes. Methods proposed in
and havesuccessfully applied machine
learning techniques, such asSupport
Vector Ma chine (SVM), to classify
networktraffic patterns that do not match
normal network traffic.Both systems were
equipped with five distinct classifiersto
detect normal traffic and four different
types of attacks(i.e., DoS, probing, U2R
and R2L). Experimental resultsshow the
effectiveness and robustness of using SVM
inIDS. Mukkamala et al. investigated the
possibility ofassembling various learning
ArtificialNeural

methods,  including

Networks (ANN), SVMs and
MultivariateAdaptive Regression Splines
(MARS) to detectintrusions. They trained
five different classifiers todistinguish the
normal traffic from the four different

typesof attacks. They compared the

Volume 5 Issue 11 2021

Social Science Forum Journal - ISSN:0352-3608/E-ISSN:1581-968X

performance of each of thelearning
methods with their model and found that
theensemble of ANNs, SVMs and MARS
achieved the bestperformance in terms of
classification accuracies for allthe five
classes. Toosi et al. combined a set of
neurofuzzy classifiers in their design of a
detection system, inwhich a genetic
algorithm was applied to optimize
thestructures of neuro-fuzzy systems used

in the classifiers.

Based on the pre-determined fuzzy
inference system (i.e.,classifiers), detection
decision was made on the incomingtraffic.
Recently, we proposed an anomaly-based
schemefor detecting DoS attacks [8]. The
system has beenevaluated on KDD Cup 99
and ISCX 2012 datasets andachieved
promising detection accuracy of 99.95%

and90.12% respectively.

2. EXISTING SYSTEM

A significant amount of research has been
conductedto develop intelligent intrusion
detection techniques,which help achieve
better network security. Baggedboosting-
based on C5 decision trees and
KernelMiner are two of the earliest
attempts to  buildintrusion  detection

schemes.

Mukkamala et al. investigated the

possibility ofassembling various learning
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methods,  includingArtificial ~ Neural
Networks (ANN), SVMs andMultivariate
Adaptive Regression Splines (MARS)

todetect intrusions.

DISADVANTAGES OF EXISTING
SYSTEM

e Existing solutions remain incapable
of fullyprotecting internet
applications and computernetworks
against the threats from ever-
advancingcyber attack techniques
such as DoS attack andcomputer
malware.

e Current network traffic data, which
are often huge insize, present a
major challenge to IDSs. These
“bigdata” slow down the entire
detection process and maylead to
unsatisfactory classification
accuracy due tothe computational
difficulties in handling such data.

e (lassifying a huge amount of data
usually causesmany mathematical
difficulties which then lead
tohigher computational complexity.

e Large-scale  datasets  usually
contain noisy, redundant,or
uninformative  features  which
present criticalchallenges to
knowledge discovery and
datamodelling.

3. PROPOSED SYSTEM
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We have proposed a hybrid feature
selectionalgorithm (HFSA). HFSA
consists of two phases.The upper phase
conducts a preliminary search toeliminate
irrelevant and redundancy features from
theoriginal data. This helps the wrapper
method (thelower phase) to decrease the
searching range from theentire original
feature space to the pre-selectedfeatures
(the output of the upper phase). The
keycontributions of this paper are listed as
follows.This work proposes a new filter-
based featureselection method, in which
theoretical analysis ofmutual information
is introduced to evaluate thedependence
between features and output classes.The
most relevant features are retained and
used toconstruct classifiers for respective
classes. As anenhancement of Mutual
Information FeatureSelection (MIFS) and
Modified Mutual

Informationbased

Feature Selection (MMIES), the
proposedfeature selection method does not
have any freeparameter, such as in MIFS
and MMIFS. Therefore,its performance is
free from being influenced by
anyinappropriate assignment of value to a
free parameterand can be guaranteed.
Moreover, the proposedmethod is feasible
to work in various domains, andmore
efficient in comparison with HFSA, where
thecomputationally expensive wrapper-

based featureselection mechanism is used.
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We conduct complete experiments on two
well-known IDS datasets in addition to the
dataset used.This is very important in
evaluating the performanceof IDS since
KDD dataset is outdated and does
notcontain most novel attack patterns in it.
In addition,these datasets are frequently
used in the literature toevaluate the
performance of  IDS. Moreover,
thesedatasets have various sample sizes
and differentnumbers of features, so they
provide a lot morechallenges for
comprehensively testing featureselection

algorithms.

Different from the detection framework
proposed thatdesigns only for binary
classification, we design ourproposed
framework to consider
multiclassclassification problems. This is
to show theeffectiveness and the feasibility

of the proposedmethod.

ADVANTAGES OF PROPOSED
SYSTEM

e FMIFS is an improvement over
MIFS and MMIFS.

e FMIFS suggests a modification to
Battiti’s algorithmto reduce the
redundancy among features.

e FMIFS eliminates the redundancy
parameter requiredin MIFS and

MMIFS.

System Architecture
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4. MODULES
a) Data Preprocessing

b) Filter primarily based function

selection

c) Attack type & Recognition

d) Performance Evaluation

4.1 MODULES DESCRIPTION
a) Data Preprocessing

1. The statistics received at some level
within the sectionof records collection
are first processed to generate
thefundamental  features including
those in KDD Cup 99dataset. The
educated classifier calls for each report
insidethe enter statistics to be
represented as a vector of realhuge
range. Thus, each symbolic feature in a
dataset isfirst transformed right into a
numerical price. Forinstance, the KDD
Cup ninety nine dataset
carriesnumerical similarly to symbolic
functions. Thesesymbolic capabilities
include the kind of protocol (i.E.,TCP,
UDP and ICMP), carrier kind (e.G.,
HTTP, FTP,Telnet and so forth) and
TCP recognition flag (e.G., SFREJ and
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so forth). The method actually replaces
thevalues of the explicit attributes with

numeric values.

ii. An essential step of facts pre-
processing aftertransferring all
symbolic attributes into numerical
valuesis normalization. Data
normalization is a way of scalingthe
charge of each attribute right right into
a well-proportioned variety, in order
that the wunfairness in  wantof
capabilities with more values is

removed from thedataset.

b) Filter based definitely function

preference

1. If one considers correlations among
community visitorsstatistics to be
linear institutions, then a linear degree
ofdependence which include linear
correlation coefficientcan be used to
degree the dependence between
tworandom variables. However,
thinking about the actualinternational
communication, the correlation
amongvariables can be nonlinear as
properly. Apparently, alinear degree
can't display the relation
betweennonlinearly based variables.
Thus, we need a degree ableto studying
the relation amongst two
variablesirrespective of whether they

will be linearly or nonlinearlybased.
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For these motives, this art work intends
to find outa manner of selecting most
applicable features from afeature space
irrespective of the sort of correlation

amongst them.

ii. We growth algorithms for function
selection way.There are: Flexible
mutual information-basedfeature
selection and Feature Selection Based

on LinearCorrelation Coefficient.
¢) Attack class & Recognition

i. In modern, it's far less complicated to
construct aclassifier to distinguish
between instructions thanconsidering
multiclass in a hassle. This is due to
the fact the decision obstacles within
the first case can be simpler.The first
part of the experiments in this paper
makes useof two training, wherein
statistics matching to theordinary
magnificence are said as normal data,
otherwiseare taken into consideration
as assaults. However, to dealwith a
problem  having  greater  than
commands, there arefamous
techniques: One-Vs- One” (OVO) and
One-VsAll” (OVA).

ii.  After completing all the
aforementioned steps and theclassifier
is knowledgeable using the best first-
classsubset of capabilities which

includes the maximumcorrelated and
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critical abilities, the regular and
intrusiontraffics may be identified via
the wusage of the storedtrained
classifier. The check statistics is then
directed tothe saved skilled model to
discover intrusions. Recordsmatching
to the normal beauty are considered as
regularinformation, and the
opportunity information arepronounced
as attacks. If the classifier version
confirmsthat the record is odd, the
subclass of the atypical record(type of
attacks) may be used to decide the

document’stype
d) Performance Evaluation

i. The majority of the IDS experiments
have been finishedat the KDD Cup
ninety-nine  datasets. In addition,
thosedatasets have awesome facts sizes
and various numbers features which
provide comprehensive assessments
invalidating feature selection

strategies.

ii. The KDD Cup 99 dataset is one of
the most popularand whole intrusion
detection datasets and is
widelyperformed to assess the overall
performance ofintrusion  detection
systems. It consists of 5
specialschooling, which is probably
everyday and four sorts ofattack (i.E.,
DoS, Probe, U2R and R2L). It

Volume 5 Issue 11 2021

incorporatesschooling  data  with
approximately 5 million
connectionstatistics and test
information  with approximately
millionconnection information. Each
report in those datasets islabeled as
both everyday or an assault, and it has
41lunique quantitative and qualitative

functions.

iii. Several experiments had been
accomplished toevaluate the overall
performance and effectiveness of
theproposed LSSVMIDS. For this
motive, the accuracyprice, detection
fee, fake terrific rate and F-

diplomametrics are implemented.
5. LITERATURE SURVEY

1. Traffic-conscious layout of an
excessive velocity fpga community
intrusion detection device,

Computers

AUTHORS: S. Pontarelli, G. Bianchi,
S. Teofili

Security of today’s networks intently
relies on communityintrusion detection
structures (NIDSs). The functionalityto
proper away replace the supported rule

devices and

stumble upon new rising attacks makes
concern programmable gate arrays

(FPGAs) a  completelyappealing
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generation. An important trouble is a
way toscale FPGA-based NIDS
implementations to ever
fastercommunity links. Whereas a
trivial approach is to balancesite
visitors over a couple of, however
functionallyidentical, hardware blocks,
every implementing the wholerule set
(numerous thousand rules), the plain
cons is thelinear increase inside the
useful resource career. In thispaintings,
we promote a selected, site visitors-
aware,modular method in the layout of
FPGA-primarily basedNIDS. Instead
of in primary terms splitting
websitevisitors in some unspecified
time in the future of equalmodules, we
classify and company homogeneous
trafficand dispatch it to in some other
manner capable hardwareblocks, each
supporting a (smaller) rule set tailored
to thespecific traffic elegance. We
implement and validate ourtechnique
using the rule of thumb of thumb set of
thewell-known Snort NIDS, and we
experimentally look intothe emerging
alternate-offs and benefits, showing
useful resource financial savings as an
awful lot as eightypercent based totally
on real-global internet site
websiteonline traffic facts accrued

from an operator's backbone.
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2. Network-based totally actually
intrusion detection with help vector

machines
AUTHORS: D. S. Kim, J. S. Park

This paper proposes a way of applying
Support VectorMachines to network-
based Intrusion Detection
System(SVM IDS). Support vector
machines (SVM) is a
studyingtechnique which has been
effectively  finished in  masseof
software regions. Intrusion detection
can be taken intoconsideration as -
elegance class trouble or multi-
beautykind problem. We used dataset
from 1999 KDD intrusiondetection
contest. SVM IDS became found out
withtriaing set and tested with take a
look at gadgets toevaluate the overall
performance of SVM IDS to
theunconventional attacks. And we
also examine theimportance of each
function to enhance the overallstandard
overall performance of IDS. The
effects ofexperiments showcase that
utilising SVM in IntrusionDetection
System may be an effective and green

mannerfor detecting intrusions

3. An powerful technique for intrusion
detection usingneuro-fuzzy and radial

svim classifier
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AUTHORS:A.Chandrasekhar,K.

Raghuveer

Intrusion detection is not however an
outstanding era. Thishas given records
mining the opportunity to
makenumerous important contributions
to the arena ofintrusion detection. In
this paper, we've were givenproposed a
latest approach through using statistics
miningstrategies such as neuro-fuzzy
and radial foundation assistvector
device (SVM) for the intrusion
detection tool. Theproposed approach
has four major steps in which, firststep
is to carry out the Fuzzy C-way
clustering (FCM).Then, neuro-fuzzy is
informed, such that each of thestatistics
point is skilled with the corresponding
neurofuzzy classifier related to the
cluster. Subsequently, avector for
SVM magnificence is original and
within thefourth step, kind the use of
radial SVM is completed tocome upon
intrusion has befell or now not. Data
set usedis the KDD cup 99 dataset and
we have used sensitivity,specificity
and accuracy due to the fact the
evaluationmetrics  parameters. Our
method needs to gain betteraccuracy
for all kinds of intrusions. It carried
outapproximately 98.94 % accuracy in
case of DOS assaultand reached

heights of ninety-seven.11 % accuracy
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incase of PROBE assault. In case of
R2L and U2R assaultsit has attained
ninety seven. Seventy 8 and ninety
seven.80% accuracy respectively. We
in assessment the proposedmethod
with the opportunity contemporary
state ofartwork techniques. These
comparisons proved theeffectiveness

of our technique

4 .Intrusion detection using an

ensemble of practicalparadigms

AUTHORS: S. Mukkamala, A. H.
Sung, A. Abraham

Soft computing strategies are an
increasing extensiverange of getting
used for hassle solving. This
paperaddresses the use of an ensemble
method of numerousgentle computing
and tough computing techniques
forintrusion detection. Due to growing
incidents of cyber-attacks, constructing
effective intrusion detectionstructures
are vital for defensive information
structuressafety, and but it stays an
elusive purpose and a
wonderfulventure. We studied the
overall performance of ArtificialNeural
Networks (ANNs), Support Vector
Machines(SVMs) and Multivariate
Adaptive Regression Splines(MARS).
We show that an ensemble of ANNS,
SVMs andMARS is superior to
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individual methods for
intrusiondetection in terms of category
accuracy.

6. CONCLUSION

Recent studies have wvalidated that
principal additives arecrucial to assemble
an IDS. They are a robust kindmethod and
an efficient function choice algorithm. In
thispaper, a supervised filter-based totally
feature  choicealgorithm  has  been
Flexible

proposed, especially

Mutuallnformation = Feature  Selection
(FMIFS). FMIFS is animprovement over
MIFS and MMIFS. FMIFS shows achange
to Battiti’s algorithm to reduce the
redundancyamong capabilities. FMIFS
gets rid of the redundancyparameter
required in MIFS and MMIFS. This
isacceptable in exercise for the cause that
there can be nospecific gadget or guiding
principle to select thesatisfactory price for
this parameter. FMIFS is then combined
with the LSSVM method toassemble an
IDS. LSSVM is a least square model of
SVMthat works with equality constraints
rather than inequalityconstraints inside the
components designed to solve afixed of
linear equations for category troubles
instead of aquadratic programming hassle.
The proposed LSSVMIDS+ FMIFS has
been evaluated the use of three well

knownintrusion detection datasets: KDD

Cup 99, NSL-KDD andKyoto 2006+
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datasets.The basic overall performance of
LSSVM-IDS + FMIFSon KDD Cup test
records, KDDTest+ and the
statistics,collected on 1, 2 and three
November 2007, from Kyotodataset has
exhibited higher type performance in terms
oftype accuracy, detection price, false
extraordinary rateand F-diploma than a
number of the prevailing
detectionmethods. In  addition, the
proposed LSSVM-IDS + FMIFShas
proven comparable outcomes  with
different nation-ofthe-artwork processes
when the use of the CorrectedLabels sub-
dateset of the KDD Cup 99 dataset
andexamined on Normal, DoS, and Probe
classes; itoutperforms other detection
models whilst examined onU2R and R2L
nstructions. Furthermore, for
theexperiments at the KDDTest 21 dataset,
LSSVM-IDS +FMIFS produces the best
category accuracy incomparison with
unique detection structures examined
onthe identical dataset.Finally, based
totally at the experimental
resultscompleted on all datasets, it may be

concluded that theproposed detection

gadget has carried out
promisingperformance in detecting
intrusions over computernetworks.

Overall, LSSVM-IDS + FMIFS has
executedthe first-rate while in evaluation
with the alternativeunited states of

america-of the- artwork
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models.Althoughthe proposed
characteristic choice algorithm FMIFS
hasverified encouraging performance, it
may be furtheradvanced by using using
optimizing the quest method. Inaddition,
the effect of the wunbalanced sample
distributionon an IDS desires to take

shipping of a cautiousconsideration in our

future studies.
7. REFERENCES

[1] S. Pontarelli, G. Bianchi, S. Teofili,
Traffic-awaredesign of a high speed fpga
network intrusion detectionsystem,
Computers, IEEE Transactions on 62 (11)

(2013)2322-2334.

[2] B. Pfahringer,Winning the kdd99
classification cup:Bagged

SIGKDD Explorations 1 (2) (2000) 65—66.

boosting,

[3] 1. Levin, Kdd-99 classifier learning

contest: Llsoft’sresults overview,

SIGKDD explorations 1 (2) (2000) 67-75.

[4] D. S. Kim, J. S. Park, Network-based
intrusiondetection with support vector
machines, in:

Vol. 2662, Springer, 2003, pp. 747-756.

InformationNetworking,

[5] A. Chandrasekhar, K. Raghuveer, An
effectivetechnique for intrusion detection
using neuro-fuzzy andradial svm classifier,
in: Computer Networks &Communications
(NetCom), Vol. 131, Springer, 2013,
pp.499-507.

Volume 5 Issue 11 2021

Social Science Forum Journal - ISSN:0352-3608/E-ISSN:1581-968X

[6] S. Mukkamala, A. H. Sung, A.
Abraham, Intrusiondetection using an
ensemble of intelligent paradigms,Journal

of network and computer applications 28

(2)(2005) 167-182.

[71 A. N. Toosi, M. Kahani, A new
approach to intrusiondetection based on an
evolutionary soft computing modelusing
eurofuzzy classifiers,
communications 30(10) (2007) 2201-

2212.

Computer

Page No: 40





