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Abstract: Cloud computing has become an essential platform for storing, processing, and transmitting
digital information. However, cloud environments continue to face challenges involving data
confidentiality, integrity, authentication, key management, and trust. Blockchain can support tamper-
evident records through cryptographic hash chaining, while conventional cryptographic mechanisms
such as RSA and symmetric encryption provide complementary security functions. DNA-inspired
cryptography has also attracted research interest through nucleotide-based encoding, sequence
transformations, and hybrid encryption architectures. This review critically examines the potential
integration of DNA-based encoding and encryption, salt-assisted key derivation, RSA-based key
protection, and blockchain block chaining for secure cloud data transmission. It distinguishes DNA
encoding from cryptographic protection and examines the roles of salts, encryption keys,
cryptographic hashes, and digital signatures. A comparative evaluation framework is developed
around key size, execution time, storage overhead, reliability, throughput, and resistance to relevant
attacks. The review identifies challenges including inconsistent evaluation practices, unclear
separation of encoding and encryption, inadequate threat modelling, key-management complexity,
and limited reproducibility. It proposes a structured framework for evaluating Modified DNA and DNA
Salt approaches against conventional cryptographic baselines. The review provides a foundation for
future experimental studies while emphasizing that security improvements must be established
through rigorous cryptanalysis and reproducible testing rather than encoding complexity or key-space
estimates alone.
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1. Introduction

Cloud computing enables organizations and individuals to access computing, storage, and network
resources on demand. Its scalability and flexibility have encouraged the storage and processing of
increasingly sensitive information in remote infrastructure. Nevertheless, transmitting and storing data
through cloud platforms creates security challenges involving unauthorized disclosure, data
modification, identity verification, key compromise, and trust in service providers. Encryption can
protect data confidentiality, but it must be supported by sound key management, integrity verification,
and secure communication protocols [1-4].

Blockchain provides a distributed data structure in which records can be linked using cryptographic
hashes. In a typical hash-chained structure, each block contains a reference to the preceding block, so
alteration of an earlier record changes subsequent hash relationships. This structure can make
unauthorized modifications detectable when the chain is verified. However, blockchain does not
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automatically encrypt data stored in blocks, guarantee that original information is correct, or prevent
every attack on the underlying storage and network [5-9].

Conventional cryptographic algorithms remain essential components of secure cloud architecture. RSA
can support public-key operations, including key establishment or protection of symmetric keys, while
efficient symmetric encryption can protect large data objects. Salt values are used in appropriate key-
derivation and password-hashing constructions to reduce the effectiveness of precomputed attacks.
Their benefits depend on how they are generated and used; a salt is not, by itself, an encryption
algorithm or a substitute for a secret key [10-14].

DNA-inspired cryptography represents another direction in information security research.
Computational DNA cryptography may map binary data into nucleotide symbols—adenine (A),
cytosine (C), guanine (G), and thymine (T)—and may use sequence permutations, complement
operations, or key-dependent transformations. These transformations can form part of a cryptographic
construction, but nucleotide representation alone does not establish confidentiality or resistance to
cryptanalysis [15-20].

2. Literature Review

A simplified block identifier can be represented as H_i = H(D_i || H_(i-1) || M_i), where H is a
cryptographic hash function, D_i is the block data, H_(i-1) is the previous block hash, M_i is relevant
metadata, and | | denotes concatenation. The exact serialization and hash input must be defined. Hash
chaining can make modifications detectable when the chain is verified, but it does not independently
provide confidentiality, authenticity, availability, or consensus. Depending on the application, stronger
protection may require authenticated encryption, digital signatures, access controls, and a suitable
consensus protocol [5-9].

DNA-inspired computational schemes often map pairs of binary bits to nucleotide symbols. A scheme
may also apply secret-key-dependent permutations, substitution, diffusion, or other transformations.
Three concepts should be distinguished: DNA encoding (a representation change), DNA-inspired
transformation (operations based on nucleotide rules), and DNA-based encryption (a defined
cryptographic construction intended to resist a specified threat model). Encoding alone is not
encryption. Security claims require a precise algorithm, key generation and management, correct
decryption, and analysis against relevant attacks. The size of a nucleotide sequence does not by itself
establish effective secret-key entropy or cryptographic strength [15—20].

Asaltis generally a non-secret value used as an input to password hashing or a key-derivation function.
A conceptual expression is K = KDF(P, S, 8), where P is a secret input, S is the salt, and 6 represents
algorithm parameters. Salt helps prevent identical passwords from producing identical derived values
and reduces the usefulness of precomputed tables. It does not create entropy in a weak password or
make an insecure cipher secure. The KDF, parameters, salt generation, storage, and transmission must
be specified [10-12].

RSA is a public-key cryptographic algorithm. Modern hybrid systems generally use public-key
cryptography to protect or establish a symmetric data-encryption key rather than encrypting large files
directly. The term “RSA+Salt” is not a complete cryptographic specification. The design must state
whether salt is used in password-based derivation or another justified step, identify the RSA padding
scheme and key size, and specify the data-encryption and authentication mechanisms [10, 13, 14].

Confidentiality, integrity, authenticity, and availability are distinct properties. Encryption without
authentication may fail to detect ciphertext modification. A secure block-transmission design should
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explain sender authentication, block-order verification, replay handling, transmission failures, and data
recovery. Reliability metrics should match the application and should not be treated as a substitute for
cryptographic analysis.

Research has investigated DNA-inspired approaches as alternative or complementary data-protection
mechanisms. Sohal and Sharma’s BDNA approach describes client-side encryption for cloud data and
compares its performance with conventional symmetric algorithms [15]. Other work has combined
DNA cryptography and steganography for cloud-based loT infrastructure [16]. 2023 review surveys
genetics-inspired cryptographic algorithms for cloud security [17], while a 2025 review discusses
pseudo-DNA and natural DNA cryptography and highlights concerns involving measurement,
standardization, robustness, and operability [18]. A 2025 cloud-based DNA cryptography article and a
2026 systematic review further demonstrate the continuing activity in this field [19, 20]. These works
mean that a new review should make a narrower contribution than a general survey of DNA

cryptography.

Hybrid cryptography combines mechanisms with complementary functions. Symmetric encryption is
suited to bulk data; public-key schemes support key establishment or protection; hashes and digital
signatures support integrity and authenticity when correctly applied. DNA-inspired transformations
can be assessed as additional processing steps, but their added security benefit must be demonstrated
independently. Likewise, salt should be evaluated according to its specified use in a standardized
derivation process rather than assumed to strengthen arbitrary ciphertext [10-14].

Surveys of blockchain-cloud integration identify potential applications in trust management, data
integrity, access control, and auditability, alongside challenges involving scalability, privacy, and
performance [6-9]. For large cloud objects, storing encrypted data off-chain while placing hashes,
object references, or integrity commitments on-chain can reduce ledger burden. However, the
architecture must avoid exposing sensitive plaintext or metadata on a public ledger and must specify
how keys, permissions, and revocation are managed.

The literature suggests that DNA-inspired methods, conventional cryptography, and blockchain may
serve complementary roles, but combining them does not guarantee stronger security or better
performance. The unresolved issue is a consistently defined comparison that isolates the contribution
of DNA transformations, salt-assisted key derivation, public-key operations, and blockchain integrity
processing.

The reviewed literature suggests that DNA-inspired methods, conventional cryptography, and
blockchain can serve complementary roles, but their combination does not automatically guarantee
stronger security or better performance. A fair comparison must isolate the contributions of DNA
transformations, salt-assisted key derivation, public-key operations, and blockchain integrity
processing.

3. Review Methodology and Proposed Evaluation Framework

A transparent review methodology is necessary to reduce selection bias and support reproducibility.
The search should cover IEEE Xplore, Scopus, Web of Science, ScienceDirect, SpringerLink, and the
ACM Digital Library, subject to access. The search period can cover January 2010 through the final
search date, while retaining earlier foundational publications. Search strings should combine terms
such as “DNA cryptography” OR “DNA encryption”; “blockchain” OR “hash chaining”; “cloud security”
OR “cloud data transmission”; “salt” OR “key derivation” OR “RSA”; and “execution time” OR

“throughput” OR “storage overhead”.
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Include peer-reviewed journal and conference papers that describe a relevant cryptographic
mechanism, blockchain-integrity architecture, or measurable evaluation of DNA-inspired encryption.
Include standards and foundational cryptographic publications when needed to establish correct
terminology. Exclude biological DNA studies without an information-security application, duplicate
publications, and studies with insufficient algorithmic or methodological detail.

For each study, record author/year, construction, application domain, key-management method,
integrity mechanism, threat model, metrics, limitations, and reproducibility. Report actual numbers
identified, screened, excluded, and included only after the searches have been conducted and shown
in table 1. PRISMA 2020 can inform transparent reporting, adapted to the scope of a computer-science
review [21].

Table 1. Functional comparison of cryptographic and blockchain security approaches

Main evaluation

Approach Primary function Potential benefit .
requirement
Measure processing
Symmet.nc Confidentiality and Efficient bulk-data time, key
authenticated ) . . management, and
) integrity protection .
encryption authentication-tag
verification
Specify padding, key
RSA-based hybrid Key protection or Public-key-based key handling, and
encryption establishment distribution encapsulation
overhead

DNA encoding

Data representation

Alternative symbolic
representation

Measure encoding
overhead; do not treat
encoding alone as
encryption

Specify threat model

integration

handling if correctly
designed

Modified DNA Prop.osed. . Potential key- and perform
. confidentiality dependent .
encryption . . independent
mechanism transformations .
cryptanalysis
DNA processing with a Pg::\r;/g?:jleZ()r?vnedd ke Specify KDF, key
DNA + Salt defined salt/KDF P y entropy, salt handling,

and overhead

RSA + Salt with hash
chaining

Key protection,
derivation, and
integrity linkage

Separation of key and
integrity functions

Validate construction,
authentication, and
end-to-end cost

DNA + Salt with block
chaining

Proposed block-
protection
architecture

Allows measurement
of transformation and
integrity costs

Use matched
baselines, attack
testing, and
reproducible methods

The following workflow is a proposed framework for future implementation and evaluation; it is not a
report of completed experimental validation and comparative evaluation shown in table 2.
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1. Input and block preparation: divide the object into blocks, assign identifiers, and define
unambiguous serialization.
2. Key management: generate cryptographic keys using a secure random source; use a standardized
KDF when password-derived keys are required; use RSA-based key protection only where

appropriate.

3. Data protection: apply a fully specified encryption construction; document the exact DNA
mapping and key-dependent operations in Modified DNA and DNA + Salt.

4. Integrity and chaining: hash defined block contents and metadata, link blocks to preceding hashes,
and use authenticated encryption or signatures as required.

5. Cloud transmission and verification: transmit protected blocks, verify order and integrity, decrypt,
and measure successful recovery under defined failures and attacks.

Table 2. Metrics and operational definitions for comparative evaluation

Parameter Operational definition Measurement
. Length of each cryptographic key; report .

Key size g yprograp v; rep Bits

each key type separately
. . Key derivation, encryption, decryption, -

Execution time y - vP . P Milliseconds or seconds
verification, and total processing
Ciphertext, salt, nonce, tag, metadata, Bytes and percentage

Space used
hashes, and relevant ledger overhead overhead

L Proportion of valid transmissions recovered

Reliability e ) Percentage
and verified correctly under defined tests

Throughput Successfully processed data per unit time MB/s or transactions/s

. Ability to detect unauthorized modification Detection rate under defined

Integrity

of data or block references tests
. Resistance to specified attacks under .. .

Security . Formal and empirical analysis
documented assumptions

Scalabilit Performance as file size, block count, and Time, throughput, and storage

i concurrency increase curves

4. Experimental Setup and Results

The source manuscript does not report a completed implementation, hardware configuration, dataset,
measured runtime, or numerical experimental results. Accordingly, this section specifies a
reproducible evaluation protocol and identifies the results that should be reported after experiments
are conducted. No performance values or rankings are inferred or fabricated.

Compare a standardized authenticated symmetric-encryption baseline (for example, AES-GCM), an
RSA-based hybrid key-protection architecture, Modified DNA, DNA + Salt, RSA + Salt with hash
chaining, and DNA + Salt with hash chaining, where each implementation is fully specified and

available.

Use identical payload sizes, datasets, hardware, software environment, and repeated trials across
approaches. Record processor, memory, operating system, programming language, library versions,
block size, key sizes, KDF parameters, salt generation, and blockchain configuration.

Separate key generation, key derivation, encryption, decryption, network transfer, integrity
verification, and blockchain processing so their costs can be attributed correctly.
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Test ciphertext modification, invalid keys, corrupted or reordered blocks, replay attempts, and
documented key-compromise scenarios. Define the success criterion for each test before collecting
results.

Calculate storage overhead from all transmitted and stored fields, including salt, nonce, authentication
tag, metadata, hashes, and any ledger references. Report throughput with an explicit unit and payload
size. Present encryption, decryption, verification, and end-to-end latency separately. Compare
integrity-detection results against a defined set of tampering and reordering tests. Do not interpret a
successful integrity check as proof of confidentiality or overall cryptographic security.

5. Discussion and Conclusion

The integration of DNA-inspired transformations with established cryptographic techniques is a
potentially useful research direction, but its value depends on demonstrable benefits. An additional
transformation can increase execution time and storage without improving security if it contributes no
independently justified cryptographic property. Future work should specify the Modified DNA mapping
and encryption procedures, including key generation, initialization values, sequence operations, and
decryption. The DNA+Salt design should clarify whether salt is used in a standardized KDF. Security
analysis should address relevant known-plaintext, chosen-plaintext, statistical, key-recovery,
ciphertext-manipulation, and replay threats.

Comparison with standardized baselines is essential. AES-GCM or another suitable authenticated-
encryption construction can provide a bulk-data reference, while RSA-based hybrid encryption can be
assessed for key-management overhead. The blockchain component should be measured separately
so the cost of hashing, metadata, storage, and consensus is not incorrectly attributed to the encryption
algorithm. If the target journal expects social-science relevance, implications such as personal-
information protection, accountability, trust in service providers, and deployment cost should be
discussed using appropriate evidence. Encoding versus encryption: DNA representation and sequence
manipulation do not necessarily create a secure cipher. Secret-key-dependent operations and attack
resistance must be demonstrated. Unclear salt function: Studies should document salt generation,
storage, transmission, and its exact use in a KDF or other construction. Block integrity versus
confidentiality: Hash chaining may detect modifications but does not replace authenticated
encryption, signatures, or access control.

Inconsistent performance evaluation: Results are comparable only when implementation details,
workloads, hardware, and measurement boundaries are disclosed. Limited reproducibility and threat
modelling: Algorithm details and attacker capabilities must be stated clearly enough to permit
replication and meaningful security assessment. Input and block preparation: divide the object into
blocks, assign identifiers, and define unambiguous serialization. Key management: generate
cryptographic keys using a secure random source; use a standardized KDF when password-derived keys
are required; use RSA-based key protection only where appropriate. Data protection: apply a fully
specified encryption construction; document the exact DNA mapping and key-dependent operations
in Modified DNA and DNA+Salt. Integrity and chaining: hash defined block contents and metadata, link
blocks to preceding hashes, and use authenticated encryption or signatures as required. Cloud
transmission and verification: transmit protected blocks, verify order and integrity, decrypt, and
measure successful recovery under defined failures and attacks.

This framework is a basis for later experimental work; it does not establish that either proposed DNA
approach is more secure than standardized cryptography. The main open question is whether the
specified DNA-based processing contributes a measurable security or practical benefit beyond
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established cryptographic mechanisms. Added transformations may increase execution time and
storage without improving security unless their properties are independently justified. Conclusions
about superiority must therefore be based on explicit threat models, cryptanalysis, and reproducible
experiments.

This review examines the potential integration of DNA-inspired encoding and encryption, salt-assisted
key derivation, RSA-based key protection, and blockchain hash chaining for secure cloud data
transmission. These mechanisms have different purposes and their combination does not
automatically establish stronger security. DNA encoding must be distinguished from a cryptographic
cipher, salt must be used according to a defined construction, and blockchain integrity must be
separated from confidentiality and authenticity. A comparative framework has been developed around
key size, execution time, storage overhead, reliability, throughput, integrity, and attack resistance.
Future research should provide complete algorithm specifications, explicit threat models, matched test
conditions, and independent security analysis to establish whether Modified DNA and DNA+Salt
architectures offer measurable practical advantages.

Because no completed experimental results are included in the source manuscript, the present work
should be described as a critical review and proposed evaluation framework. Any future claim that
Modified DNA or DNA + Salt is more secure, faster, or more reliable than a conventional baseline must
be supported by measured results and independent security analysis.
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